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SharePoint Essentials Toolkit
[bookmark: _Hlk487785372]2018 vs 2019 Edition
Thank you for your interest in the SharePoint Essentials Toolkit 2019 Edition!
This release comes with support for SharePoint 2019 on-premises, as well as many new features and enhancements over the previous release. In this document we will cover some of the highlights in the SharePoint Essentials Toolkit 2019 Edition.
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[bookmark: _Toc531246999]Easier Navigation
We listened to your feedback and added home pages for each component. Now when the user clicks a top navigation button, the corresponding page will appear (see below pages)

[bookmark: _Toc531247000]SharePoint | Home Page Dashboard (default page)
The Home Page now shows an introduction page with a big button  to add your sites. After a site is added, the Home Page Dashboard will change to show the sites and details for them.
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[bookmark: _Toc531247001]Sites | Site and List Auditing
Site and List Auditing component now has ‘canned’ reports accessible directly from this page below. This page appears once a user clicks the ‘Sites’ button on the top navigation.
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[bookmark: _Toc531247002]Security | Permissions Manager
The Security section now has some of the more popular permission related reports you can generate with the tool. You can still create ad-hoc customized reports by clicking ‘New Report’.
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[bookmark: _Toc531247003]Links | Broken Link Manager
Broken Link Manager has buttons in the page to quickly build the related ‘common’ reports below. You can still create ad-hoc customized reports by clicking ‘New Report’.
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[bookmark: _Toc531247004]Content | Content Management
Managing content in SharePoint is not always straightforward. We added this page to provide some popular reports that the SharePoint Essentials Toolkit can generate.
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[bookmark: _Toc531247005]Reports
Report Designer is in BETA but it will be released officially mid-2019. This section will be home for building, scheduling and exporting reports and policies for all the different components. Report Example: Site Collection report with visual and detailed summaries of all sites, lists, broken links, large files, active users, etc... in one.
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[bookmark: _Toc531247006]Improved UI (User Interface)
We tightened up and updated all controls, such as textboxes, buttons, navigation and layout to improve working areas for laptops and lower resolution displays. We kept the overall look and feel the same to reduce chances of a steep learning curve for users.
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[bookmark: _Toc531247007][bookmark: _Hlk526242960]Better Performance
We have made improvements to the Home Page Dashboard menu (to load more quickly) as well performance improvements for report generation.
[bookmark: _Toc531247008]Live Dashboard
We updated the Live Explorer Panel to load more efficiently.
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[bookmark: _Toc531247009]Product Security Improvements
There have been product wide security and encryption improvements for storing data and passwords (now uses AES 256Bit length for all passwords stored in connection files). This was updated in SharePoint 2018 release in Q4.
[bookmark: _Toc531247010]Office 365 Improvements
[bookmark: _Toc531247011]Fetching data
We improved how we fetch data from Office 365 to retrieve content more efficiently in this release. This contributed to performance improvements. 
[bookmark: _Toc531247012]Back-Off Logic and Network Traffic Decoration
We have added ‘Back-off’ logic (2018 Edition Q2) to prevent Microsoft Office 365 throttling which decorates the network traffic with our product information as well as ‘sequences’ requests as needed for customers who are performing intensive migration jobs in parallel with generating reports.
[bookmark: _Toc531247013]External Users and Guests
Reports now include information to help you easily identify sites that have externally shared content, as well as list the external users and guests who have access to the site content.
[bookmark: _Toc531247014]Sharing Links
Reports include a list of all Sharing links. AS well as a new facility to remove Sharing links (and the members who have access through the sharing link) in bulk with the tool.
[bookmark: _Toc531247015]Azure Active Directory Support
Permission reports can now natively connect to and report on Azure AD group members. This includes both Office 365 Groups and Azure AD Security Groups inside of Azure AD.
Consent needs to be granted once to the application at https://www.cognillo.com/sharepoint-essentials-toolkit-consent and users can build reports which include AD Group Members (nested permissions) with:
Read + Enumerate Permissions (Permission Level)
NOTE: The tool does not require users to be Site Collection Admins or have Full Control to run permission reports.
The SharePoint Essentials Toolkit now uses the Microsoft recommended “MS Graph API” (not Azure AD Graph) to connect to Azure Active Directory to query information, such as Azure AD Group members.
[bookmark: _Toc531247016]SharePoint 2019 Support
This edition brings official support for SharePoint 2019.
[bookmark: _Toc531247017]User Activity Reports
Improvements to the User Activity reports (which sit on top of the SharePoint Site Collection Auditing feature). We updated the description of events in User Activity Content Reports, to show a friendlier description of what was viewed, changed, or deleted content, modified permissions within the selected SharePoint sites.
[bookmark: _Toc531247018]Item Query | Content Reports
We have made even more improvements to the Item Query component. The Item Query feature now has even more options when reporting on content within SharePoint. For example, we added new groupings and menu options for find all web parts in web pages across selected SharePoint sites; find content with profanity; credit card numbers or sensitive information that need to be classified or flagged; get a list of all web pages across selected sites, get a report on all checked out files or files with no checked in state, plus many more.
[image: ]
[bookmark: _Toc531247019]Access Requests Report
(SharePoint 2016, 2019 and SPO) We added a new report to Permissions Manager (Security section) called ‘Access Requests Report’. This report allows you to view all requests for access to sites and the approval status and date & time of the requests.
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[bookmark: _Toc531247020]More Fixes
We are always looking to improve this product. As we add new features and resolve bugs and issues, we add them to our releases. There are many fixes included and rolled into this latest release.
[bookmark: _Toc531247021]Let us know what you think
Please give us feedback, so we can provide content that’s truly useful and helpful. Thanks!
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Select Discover->New Job from left navigation or use one of the options below.

TIP: To view reports, click Home, select the sites you want to view, then right dlick and choose 'View Report’.
TIP: After you build a report, you can make changes to SharePoint sites and lists with this tool.

NOTE: * Denotes a default report which you can further customize ad-hoc and save ‘view templates.

[ [om [emw (e |
mm EEED

Release Build 7.1.6.0 Preview





image3.png
SharePoint Essentials Toolkit ' by QiPoint

Protect SharePoint Sites, Lists and Content

Discover

Select Discover->New Job from left navigation or use one of the options below.
TIP: To view reports, click Home, select the sites you want to view, then right click and choose 'View Report:
TIP: After you build a report, you can make changes to SharePoint permissions with this tool.

NOTE: * Denotes a default report which you can further customize ad-hoc and save ‘view templates.
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NOTE: * Denotes a default report which you can further customize ad-hoc and save ‘view templates.
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Use this section to create custom reports. Create policy reports to identify SharePoint issues.
NOTE: Report Designer is in BETA.

Report Designer (BETA) New Policy

Release Build 7.1.6.0 Preview





image7.png
SharePoint Essentials Toolkit ' by Qipoint

B @ size(. Sttes Lsts ltems  LastModified

. Marketing
MA

Add Site

Licenses

o+ D

(o)

Support

Settings

<

Report a Bug

Check for Updates

Office 365 - PROD (11)
Aarroo
Corporate Records Center
Demo 2Test (6)
Demo NYC (37)
Demo Site 207 (2)

Houston

ooooooo

Information Technology

O Mydemo (5)
O Research and Development
[] PR sales Team
Office 365 - TEST (1)
[ sp2010- LEGACY (@)
5P 2013 - PROD (7)
5P 2016 - PROD (5)
O Acme Corporation
] Branch Info & Contacts, Location, Hours (1)
[] A Demo01(2)
[] P demooz (1)
O Blogs
O SharePoint Reports

I Test Environment (1)

Licensed Site Collections: ~ 22/100

Release Build 7.1.6.0 Preview

<]
<]

[<B<B<B<W<J<]
[<B<B<B<W<J<]

[<d < LB B<B<B<J<

00419

00116

4829

42289

39.8748

0.803

39.5466

10/4/2018 5:31
10/2/2018 3:0;
10/1/2018 3:1(
10/2/2018 2:5°
10/2/2018 2:5°
10/4/2018 1:1:
10/2/2018 111

10/2/2018 2:5¢

10/2/2018 12

10/9/2018 111
8/2/2018 2:16:
9/13/2018 9:4¢
9/30/2018 2:0(
4/30/2018 1:3¢
5/25/2018 3:3¢

SharePoint Lists | SharePoint Groups | Site Owners

Lists & Libraries v

Inventory v

Title
: ComentTvees “
Master Page Gallery.

Web Part Gallery (Hi.
Theme Gallery (Hidd...
User Information List..
Maintenance Log Lib..
Composed Looks (Hi...
Style Library

Site Pages

Sharing Links (Hidden)
MicroFeed

Site Assets

Access Requests (Hid...
wipub (Hidden)
TaxonomyHiddenList.
Solution Gallery (Hid...
SharePoint Site Audit..

m
m e seeh
Column Value Search
=

Permissions Check User
Report Permissions

Lists Sites with
Broken Inheritance Broken Inheritance

Check Orphaned Users

User Activity

Enable Capture

of Activity View Content Activity





image8.png
Links X | Selected Link Report X | Item Query X | Item Query - Multiple Sites X | Security X | Comprehensive Permissions Report X | Comprehensive Permissions Report X | Site Permissions - Selected Sites X | File and Content Activity X | Bulk Uplo < »

My SharePoint Environment

B> sp2013-PROD (6)
["] PR Portal Home (1)

Expand All

SP 2010 - LEGACY (2)

3.1 Demo NYC (21)

4[] PR AFeugiat Tellus Incorporated Projects (6)

00000000000000
IAAAFAAFAAFAAA

]
]
]
]
]
|
m

A Ac Corporation Projects

A Amet Associates

A Dolor Vitae Dolor LLP (1)

A Feugiat LLC Projects

A Libero Mauris Aliquam Institute

P Nascetur Ridiculus Foundation

A Odio Associates (5)

A Sollicitudin Orci Industries (6)

Dictum Augue Malesuada Corporation (6)
Est Ac Associates (6)

Interdum Corporation (6)

Lacus Vestibulum Lorem Incorporated (4)
Lectus Cum Sociis Corporation (6)

Magna Cras Convallis Corp (6)

Mauris Rhoncus Id LLP (6)

Mus Proin Industries (6)

Natoque Penatibus Et Consulting (6)

Nec Luctus Corporation (6)
Posuere Foundation (6)
Proin Incorporated (6)

http://contoso

httpy//contoso/s
httpy//contoso/s
httpy//contoso/s
httpy//contoso/s
httpy//contoso/s
httpy//contoso/s
httpy//contoso/s
httpy//contoso/s
httpy//contoso/s
httpy//contoso/s
httpy//contoso/s
httpy//contoso/s
httpy//contoso/s
httpy//contoso/s
httpy//contoso/s
httpy//contoso/s
httpy//contoso/s
httpy//contoso/s
httpy//contoso/s
httpy//contoso/s
httpy//contoso/s

ive Explorer

. Demo NYC
N

Connected as: QIPOINT\chris.ang
SharePoint Lists | SharePoint Groups.

SharePoint Groups

Group Name No. Members
Style Resource Read...

Demo NYC Owners

Site Owners

Demo NYC Members
Nec Luctus Corporati...
Demo NYC Visitors

A Feugiat Tellus Inco...
Restricted Readers
Quick Deploy Users
Nec Luctus Corporati
Hierarchy Managers

Designers
Approvers

A Feugiat Tellus Inco.
A Feugiat Tellus Inco.
Translation Managers
Nec Luctus Corporati...
Excel Services Viewers

C o O s aaaana NN

w

LY

Properties

Demo NYC
N

Connected as: QIPOINT\chris.ang

Demo NYC Members

Member Name Details

Abbot Garrett qipoint\qp875827
Abbot Jensen qipoint\qp290150
Sarah Duffy aipointisduffy

Y

Quick Actions £

Demo NYC
N

Connected as: QIPOINT\chris.ang

Inventory v

Site & List Audit Large Lists

Large
Content Types =
Files with
many Versions

Broken
Links

Checked Out
Files

Items with
Column Value

Check User
Permissions

Items with
Unique Permissions

Lists with
Broken Inheritance

Sites with
Broken Inheritance

o= Check Orphaned Users
Report
User Activity v

Enable Capture
of Activity

View Content Activity





image9.png
x

Home Security X Reports

Item Query

General Job Information:

Job Name*: Find old web parts in pages
Site URL: http://acme/sites/branch
I Multiple Sites
Query Options:
~ Web Page

[ pad | Has Web Part with name

Has JavaScript that
Open Report: I'll Open Report Myse  ac 55 that

Has HTML that

Show Advanced Options A Documents

Total Size (MB)
Version Count
File Content

File Name

Charbad Out

Many more options for querying

content!

B

Hide A

‘3

Hide A

s607 aAndY





image10.png
User Access Requests - All Reports Found X

Site Title Person
Demo Site 207
Demo Site 207
Aarroo

Aarroo

Aarroo

Demo NYC
Houston
Houston
Houston
Houston
Houston
Houston
Houston
Houston
Houston
Houston

Houston

Site URL

https://qipointc...
https://qipointc...
https://qipointc...
https://qipointc...
https://qipointc...

//gipointc...

Copy
Open in SharePoint

Accept

Decline

https://qipointc...
https://qipointc...
https://qipointc...
https://qipointc...
httpsy//qipointc...

//gipointc...
//gipointc...
//gipointc...

//gipointc...

Drag a column header here to group by that column

Permission

Expired

Demo Site 207 Visitors [R...
Aarroo Owners [Full Contr...
Aarroo Owners [Full Contr...
Aarroo Members [Edit]
Demo NYC Visitors [Read]
Houston Visitors [Read]
Contribute

Contribute

Contribute

. Contribute

. Contribute

Contribute

Read

Houston Owners [Full Co...
Houston Visitors [Read]

Houston Visitors [Read]

Requested on
2/23/2017 1057:47 AM
4/21/2017 201:02 AM
4/10/2016 9:15:32 PM
4/10/2016 9:15:33 PM
6/15/2018 5:17:47 AM
9/5/2017 4:37:29 PM
8/14/2018 847:56 AM
9/22/2018 434:19 AM
9/24/2018 3:17:22 AM
9/24/2018 3:32:08 AM
9/25/2018 3:12:54 AM
9/25/2018 7:43:41 AM
9/25/2018 7:56:55 AM
9/25/2018 8:16:15 AM
9/26/2018 2:32:51 AM
9/26/2018 8:32:08 AM
9/26/2018 8:51:01 AM

Status

The invitation has been accepted.
Access request has been approved.
Access request has been approved.
The invitation has been accepted.

Access request has been approved.

Access request or invitation is pending.

The invitation has been accepted.

The invitation has been accepted.
The invitation has been accepted.
The invitation has been accepted.
Access request has been denied.
The invitation has been accepted.
Access request has been denied.
The invitation has been accepted.
The invitation has been accepted.
Access request has been approved.

Access request has been approved.

Request For
https://qipointco.sharepo
https://qipointco.sharepo
https://qipointco.sharepo
https://qipointco.sharepo
https://qipointco.sharepo
https://qipointco.sharepoi
https://qipointco.sharepo
https://qipointco.sharepo
https://qipointco.sharepo
https://qipointco.sharepo
s://aipointco.sharepos
hitp?
https://qipointco.sharepo

/qipointco.sharepos

https://qipointco.sharepo
https://qipointco.sharepo
https://qipointco.sharepo
https://qipointco.sharepo




imagec.png
<& Cognillo




